
 

Advice to the Profession: Protecting Personal Health Information  1 

Advice to the Profession companion documents are intended to provide physicians with 2 
additional information and general advice in order to support their understanding and 3 
implementation of the expectations set out in policies. They may also identify some additional 4 
best practices regarding specific practice issues. 5 

 6 

Protecting patients’ personal health information (PHI) is fundamental to providing high quality 7 
patient care. To establish and preserve trust in the physician-patient relationship, patients must 8 
be confident that their PHI is protected. This Advice document is intended to help physicians 9 
interpret and understand the legal and professional obligations to protect patients’ PHI. If you 10 
are uncertain about how to discharge any of these obligations in specific circumstances, you are 11 
advised to consult the Canadian Medical Protective Association (CMPA), your legal counsel, or 12 
the Information and Privacy Commissioner (IPC). 13 

General Principles 14 

What is the difference between confidentiality and privacy? 15 

Patients’ PHI is protected when it remains confidential and private. Physicians are generally 16 
familiar with the duty of confidentiality, which prohibits them from sharing information about a 17 
patient without the patient’s consent, unless permitted or required by law. In contrast, the duty 18 
of privacy is broader and prohibits physicians from accessing PHI where they have no authority 19 
to do so. At its essence, it is the difference between “don’t share” and “don’t even look!”1 20 

These principles are reflected in the Personal Health Information Protection Act, 2004 (PHIPA), 21 
which sets out a framework for when health information custodians and their agents, including 22 
physicians, are authorized to collect, use, and disclose PHI. While the legislation is complex, its 23 
general principles impose an obligation on physicians to only access PHI on a “need to know” 24 
basis, or where otherwise permitted or required by law to do so.  25 

What is “snooping”?  26 

Snooping is when a health care provider accesses a patient’s PHI without authorization – in 27 
other words, when they have no need to know as part of their duties, and are not otherwise 28 
permitted or required by law to access the PHI.  29 

                                                           
1 Kate Dewhirst, “New snooping case for health privacy – Decision 74 of the IPC released,” September 5, 2018. 

https://www.ontario.ca/laws/statute/04p03
https://katedewhirst.com/blog/2018/09/05/new-snooping-case-for-health-privacy-decision-74-of-the-ipc-released/


 

Some health care providers mistakenly believe that they are permitted to review a patient’s PHI 30 
so long as they maintain the patient’s confidentiality by not sharing it with anyone else. In 31 
reality, snooping is a breach of patient privacy. Unless authorized by law, physicians must have 32 
the patient’s express consent to access the PHI where they do not need it to provide health 33 
care.2 So, for example, physicians with technical sign-in ability may be snooping if they view 34 
health records where they have no need to know to provide care to the patient; the authority 35 
to sign in to an Electronic Health Record or Electronic Medical Record is not authority to access 36 
all or any records in the system. 37 

PHIPA refers to “health information custodians” and “agents”. What are these? 38 

A “health information custodian” (“custodian”) is a person or organization who, as a result of 39 
their power, duties, or work, has custody or control of PHI. This includes health care 40 
organizations such as hospitals, pharmacies, and laboratories, as well as some individual 41 
physicians (such as owners of a clinic, physicians working as a sole practitioner in their own 42 
practice) and some Family Health Organizations.3  43 

In contrast, an “agent” is a person who is authorized by a custodian to perform certain activities 44 
on its behalf regarding PHI. Generally speaking, this includes physicians practising in hospitals 45 
and certain medical clinics. Administrative staff in a medical clinic or hospital may also be 46 
agents.  47 

Agents may collect, use, or disclose PHI only as authorized and directed by their custodian. 48 
Custodians may permit their agents to collect, use, or disclose PHI only in certain 49 
circumstances, including if this is necessary for the agents to carry out their duties. Custodians 50 
are ultimately responsible for PHI, as well as the actions of their agents.  51 

While PHIPA’s framework is complex, custodians and agents are ultimately obliged to meet the 52 
same general expectations regarding the collection, use, and disclosure of PHI. The 53 
expectations in the policy therefore apply to all physicians, regardless of whether they are a 54 
custodian or an agent, as does the guidance in this Advice unless noted otherwise.  55 

However, if you are a custodian, you should be aware of additional PHIPA rules that apply 56 
specifically to custodians, such as those regulating the retention, transfer, and destruction of 57 
records. If you are a custodian, you are advised to consult PHIPA and the CPSO’s Medical 58 
Records Stewardship [hyperlink] policy for further information regarding these obligations.  59 

60 
                                                           
2 Where express consent is required, you are advised to document it in the patient’s medical record, either by 
including a paper copy of the consent form (where the consent is given in writing) or a record of the conversation 
(where the consent is given orally). 
3 This list is non-exhaustive; a full legislative definition, along with certain exceptions, is found s. 3 of PHIPA. 



 

Who is found within the “circle of care”? 61 

The term “circle of care” is not found in PHIPA, but is commonly used to determine whether a 62 
physician can rely upon implied consent to access and share PHI. The circle of care is made up 63 
of health care providers who need access to the patient’s PHI in order to provide the patient 64 
with health care. The IPC document, Frequently Asked Questions: Personal Health Information 65 
Protection Act provides the following examples of who is within the circle of care: 66 

• In an office setting, the circle of care may include the physician, a nurse, a specialist or 67 
other health care practitioner referred by the physician, and any other health care 68 
practitioner selected by the patient, such as a pharmacist or physiotherapist. 69 

• In a hospital setting, the circle of care may include the attending physician and the 70 
health care team (residents, nurses, clinical clerks and employees assigned to the 71 
patient with the responsibility of providing care to the patient). The circle of care could 72 
include a person outside the hospital who will be involved in providing health care to 73 
the patient upon discharge from the hospital. 74 

The circle of care does not include: 75 

• Health care providers who are not part of the direct or follow-up treatment of a patient, 76 
as these individuals do not need the PHI to provide health care to the patient; and 77 

• Non-health care providers, like family, friends, the police, an insurance company, and 78 
the patient’s employer. 79 

When does the circle of care begin and end?  80 

PHIPA does not address timing with respect to when a physician formally enters or exits the 81 
circle of care. Determining if you are within the circle of case will be an assessment based on 82 
the role you are playing in the patient’s care.  83 

As an example, if you have provided the patient with treatment and are continuing to provide 84 
follow-up care to the patient, you are still within the circle of care and may assume you have 85 
implied consent to access their PHI to provide health care to the patient. However, a physician 86 
does not necessarily continue to be in a patient’s circle of care indefinitely. If you are not 87 
directly providing health care and/or follow-up treatment, you may no longer have the right to 88 
rely on implied consent to access the patient’s PHI.  89 

When in doubt, check with your custodian (e.g., hospital) or the IPC to find out if you are 90 
permitted to access the patient’s PHI.  91 

https://www.ipc.on.ca/wp-content/uploads/2015/11/phipa-faq.pdf
https://www.ipc.on.ca/wp-content/uploads/2015/11/phipa-faq.pdf


 

Am I snooping if I access a patient’s PHI for education or quality improvement purposes? 92 

It is common for physicians to want to access a patient’s PHI in order to understand and assess 93 
the outcome of their treatment decisions, and PHIPA permits this kind of activity in certain 94 
circumstances.  95 

For example, a custodian may permit its agents to use PHI without consent for limited 96 
secondary purposes. These purposes include: 97 

• Education, such as where cases are reviewed with trainees and/or presented during 98 
rounds (though keep in mind that PHI should not be used where other non-identifying 99 
information will meet the purpose); and  100 

• Risk management, error management, and quality improvement, such as where patient 101 
outcomes are reviewed to evaluate the effectiveness of personal practice or programs.  102 

If your custodian permits its agents (physicians) to access PHI for these purposes, you can do so 103 
without consent of the patient to meet the purpose, subject to any restrictions or conditions 104 
imposed by the custodian. If your custodian has not expressly permitted its agents to access PHI 105 
for these purposes, you may not do so. You should therefore exercise caution and determine 106 
whether you have proper authority to access a patient’s PHI in these situations – and when in 107 
doubt, check with your custodian to find out if you are permitted to do so. 108 

If you are a custodian, PHIPA also permits you to disclose a patient’s PHI to certain other 109 
custodians where: 110 

• you and the other custodian have both provided health care to the same patient; and 111 

• you are disclosing the PHI to improve or maintain the quality of care you have provided 112 
to that patient or to other patients receiving similar health care. 113 

These rules permit custodians to discuss with each other the treatment and outcomes of care 114 
they have provided to a patient. For further information you may wish to refer to s. 39(1)(d) of 115 
PHIPA. 116 

In any of the above circumstances, keep in mind that accessing information about a patient’s 117 
condition or outcome simply out of interest is never permitted under PHIPA.   118 

What do I do if non-emergency treatment cannot be safely provided because of the existence 119 
of a lockbox? 120 

Where safe care cannot be provided due to the existence of a lockbox, the patient must be told 121 
the reason why they cannot receive (or continue to receive) the care and treatment they seek. 122 
The purpose of this discussion is to promote clear communication between the patient and 123 



 

physician, and to ensure that the patient has an informed understanding of the implications of 124 
their decision to create the lockbox. This conversation may also provide an opportunity to 125 
revisit the existence of the lockbox with the patient and to seek their express consent to access 126 
the locked information for the purpose of the treatment.  127 

Permitted and Required Disclosures 128 

In what situations am I permitted to disclose PHI without consent? 129 

In some circumstances, PHIPA permits physicians to disclose PHI without consent. These 130 
include disclosures relating to: 131 

• Assisting in a police investigation. You are advised to consult legal counsel and/or the 132 
CMPA in these circumstances.  133 

• Eliminating or reducing significant risk of serious harm to a person or group of persons. 134 
You are advised to document all activities in this respect in the patient’s medical record. 135 

• Facilitating health care under exceptional circumstances. If the disclosure is reasonably 136 
necessary for the provision of health care and it is not reasonably possible to obtain the 137 
patient’s consent in a timely manner – for example, in an emergency situation where 138 
the patient is not capable of consenting and an SDM is not readily available – you are 139 
permitted to disclose relevant information to other physicians and certain other health 140 
professionals.   141 

• Reporting physician (or other health care provider) incapacity and incompetence, 142 
where this is appropriate in the circumstances.  143 

• Regulating the medical profession. You are permitted to disclose PHI to the CPSO for 144 
the purpose of administering and enforcing the RHPA, 1991, including carrying out 145 
regulatory duties such as investigations and assessments. 146 

• A proceeding or contemplated proceeding in which you or your hospital is, or is 147 
expected to be, a party or witness. 148 

This list is not exhaustive; please refer to sections 38-50 of PHIPA and the CPSO’s Mandatory 149 
and Permissive Reporting policy for further information. 150 

In what situations am I required to disclose PHI without consent? 151 

In some circumstances, you are required by the law to disclose a patient’s PHI, regardless of 152 
whether the patient consents. While not an exhaustive list, the following examples provide an 153 
overview of the circumstances you might encounter most frequently: 154 

https://www.cpso.on.ca/Policies-Publications/Policy/Mandatory-and-Permissive-Reporting
https://www.cpso.on.ca/Policies-Publications/Policy/Mandatory-and-Permissive-Reporting


 

• Mandatory reports listed in the CPSO’s policy on Mandatory and Permissive Reporting, 155 
including reports of suspected impaired driving ability under the Highway Traffic Act 156 
and reports to the Ontario Coroner under the Vital Statistics Act and the Coroners Act. 157 

• Disclosures required by the Ministry of Health and Long-Term Care in order to monitor 158 
or verify claims for payment for health care, or for goods used for health care that are 159 
funded by the Ministry. 160 

• Reports required by the Workplace Safety and Insurance Board in circumstances 161 
where health care is being provided to a worker claiming benefits under their workplace 162 
insurance plan.  163 

• Critical incident reports, as required by the “Hospital Management” regulation4 under 164 
the Public Hospitals Act. 165 

• Search warrants (which grant the police broad authority to search for and seize 166 
evidence, including records) and court summons (which may require you to attend 167 
court with specific documents or materials). In these cases, you are advised to consult 168 
legal counsel and/or the CMPA, including their resources on physician interactions with 169 
police. 170 

What do I do in the event of a privacy breach?  171 

A “privacy breach” refers to a theft, loss, or unauthorized access, use, or disclosure of PHI that 172 
contravenes PHIPA. Reporting privacy breaches is the responsibility of custodians. In particular, 173 
custodians are required to notify the affected individuals of a privacy breach at the first 174 
reasonable opportunity. This notice is required by PHIPA to include a statement that the 175 
individual is entitled to make a complaint to the IPC under Part VI of PHIPA. Custodians are also 176 
required to report certain privacy breaches to the IPC, including where: 177 

• PHI was stolen, lost or used or disclosed without authorization; 178 

• there is reason to believe, after an initial privacy breach, that the PHI will be further 179 
used or disclosed without authorization; 180 

• the breach is part of a pattern; 181 

• the breach relates to a disciplinary action against a health profession college or non-182 
college member; or 183 

• the breach is significant, having regard to the circumstances, including the sensitivity, 184 
volume, and scope of the PHI involved. 185 

In addition to notification of individual privacy breaches, custodians also required by PHIPA 186 
regulation to track and annually report to the IPC the number of times PHI was stolen, lost, or 187 
accessed, used, or disclosed without authorization in the previous calendar year. The annual 188 

                                                           
4 R.R.O. 1990, Reg. 965. 

https://www.cpso.on.ca/Policies-Publications/Policy/Mandatory-and-Permissive-Reporting
https://www.cmpa-acpm.ca/en/advice-publications/browse-articles/2011/physician-interactions-with-police
https://www.cmpa-acpm.ca/en/advice-publications/browse-articles/2011/physician-interactions-with-police


 

reporting requirement applies to all breaches, not just those that meet the above criteria for 189 
individual notice. 190 

For further information about privacy breaches, and what to include in notices and the annual 191 
report to the IPC, see the CPSO’s Mandatory and Permissive Reporting policy, the IPC document 192 
Responding to a Health Privacy Breach: Guidelines for the Health Sector, and the PHIPA and its 193 
regulation. 194 

Requests for Information from Third Parties: Friends, Family, and Research  195 

This section deals with requests for patient information from third parties. In all of the following 196 
scenarios, the general rules under PHIPA apply: unless otherwise permitted or required by law, 197 
PHI can only be shared with third parties with the express consent of the patient.  198 

What do I do if a friend or family member, who is not the patient’s SDM, requests access to 199 
the patient’s medical information or records? 200 

It is not uncommon for physicians to be asked by a family member or friend about the condition 201 
of a patient or for information about the patient’s health, and these situations can be 202 
challenging to manage. Where you cannot obtain the patient’s consent to disclose their PHI, 203 
you may be permitted to do so by law where the disclosure is required to:  204 

• contact a relative, friend, or potential SDM if the patient is injured, incapacitated, or ill 205 
and unable to give consent personally; or 206 

• eliminate or reduce a significant risk of serious bodily harm to a person or group of 207 
persons, including the patient.  208 

In addition, where the patient is deceased, PHIPA allows you to disclose PHI in order to:  209 

• identify the patient; 210 

• advise of the patient’s death and the circumstances of death; and 211 

• provide information that relates to the patient where it is needed by a spouse, partner, 212 
sibling, or child to make health care decisions.  213 

When managing a request for information from family or friends, use your professional 214 
judgment and limit disclosure about the patient’s state of health unless one of the above 215 
circumstances applies. 216 

What do I do if a child patient’s parent or a third party requests access to the patient’s PHI?  217 

There may be instances where you are asked to disclose PHI to a patient’s parents or a third 218 
party, like a lawyer or mediator, including in situations where the parents have separated or 219 

https://www.cpso.on.ca/Physicians/Policies-Guidance/Policies/Mandatory-and-Permissive-Reporting
https://www.ipc.on.ca/wp-content/uploads/2018/10/health-privacy-breach-guidelines.pdf


 

divorced. Regardless of the parents’ marital status, you must first consider whether consent 220 
must be obtained directly from the child patient. PHIPA presumes that individuals aged 16 and 221 
older are capable of consenting to the collection, use, or disclosure of their PHI, but the test for 222 
capacity is not strictly age-dependent: if the information relates to a treatment decision the 223 
child patient has made, you must obtain consent from the patient directly, even if they are 224 
accompanied by parent(s) or guardian(s).  225 

If parental consent is needed, the parents’ marital status will inform whether either parent may 226 
consent or if the consent of both parents is required. A family court order or the terms of a 227 
separation agreement may specify who has access to, and may make decisions about, the 228 
child’s PHI. It is best practice to request a copy of the applicable court order or separation 229 
agreement prior to releasing any information, and to keep it in the patient’s medical record.  230 

Finally, PHIPA states that where the child patient under age 16 is capable of consenting to the 231 
collection, use or disclosure of their PHI, their decision will govern over a conflicting decision of 232 
their parent or guardian.  233 

How do I manage a request for PHI in the context of couple, family, or group therapy? 234 

Where therapy is being provided in a group setting, the express consent obtained from the 235 
patients will generally set out how their PHI will be shared amongst the therapy participants. 236 
However, special considerations may apply where PHI is recorded as part of an assessment of 237 
an individual patient within a group therapy context, or where a patient receives a combination 238 
of individual and group therapy. Be mindful that the patient may not have consented to sharing 239 
this specific PHI with the group and that you may need to protect it accordingly.  240 

Where a third party (e.g. a mediator, lawyer, or the court) requests records relating to couple, 241 
family, or group therapy, the general PHIPA rule applies: you may not disclose PHI without 242 
patient consent unless permitted or required to so by law. In a therapy setting involving more 243 
than one patient, consent may be required from all the patients involved in the therapy, and 244 
the consent will need to be specific to the material requested.  245 

Can I use PHI for research purposes? 246 

Physicians sometimes undertake research using their own patients as participants. In other 247 
cases, they are requested by industry to identify eligible patients or to release general patient 248 
data for research that will be conducted by third party researchers. 249 

PHI must only be used or disclosed for research purposes with patient consent or as permitted 250 
by law – that is, where the research ethics board that has approved the research has concluded 251 
that it is impractical to obtain patient consent and proper safeguards have been put in place.  252 



 

Where PHI will be used or disclosed (either with consent or as permitted by PHIPA), you are 253 
reminded to only use or disclose as little PHI as possible to meet the research needs and to de-254 
identify the PHI whenever possible or required. 255 

For further information see the CPSO’s Physicians’ Relationships with Industry: Practice, 256 
Education and Research policy.   257 

What are my obligations as an Independent Medical Examiner (IME)? 258 

An IME is a physician who provides a third party report about an individual with whom the 259 
physician does not have a treating relationship. These reports are prepared for a third party 260 
process (e.g. a legal proceeding), instead of for a health care purpose, and the information 261 
collected in the course of an independent report is not considered PHI. The provisions of PHIPA 262 
therefore do not apply; instead, the federal Personal Information Protection and Electronic 263 
Documents Act will apply to the collection, use, and disclosure of personal information for this 264 
purpose. Given that different rules govern the preparation of third party reports and the 265 
conduct of a medical expert, please see the CPSO’s Third Party Reports and Medical Expert: 266 
Reports and Testimony policies for further information. 267 

e-Communication  268 

What are the benefits and risks of e-communication?  269 

Technology has provided physicians and patients alike with a more efficient way of maintaining 270 
and communicating PHI. The CPSO recognizes and encourages physicians to capitalize on the 271 
advantages that electronic record-keeping and e-communications have to offer.  272 

At the same time, one of the major risks of using modern technology to communicate PHI is 273 
that the PHI will be inadvertently disclosed to someone who should not have it. This can 274 
happen in a variety of ways:  275 

• Wifi networks and telemedicine communications can be unsecure (particularly free wifi 276 
networks in public places); 277 

• Emails can be sent to the wrong recipient or otherwise intercepted; 278 
• Unauthorized readers can access computer files; 279 

• Mobile devices can be lost or stolen; and 280 

• Erased hard drives or USBs can contain private information.  281 

Keep these risks in mind when considering whether e-communication is appropriate in the 282 
particular circumstance. 283 

http://cpso.inorbital.com/Physicians/Policies-Guidance/Policies/Physicians-Relationships-with-Industry-Practice
http://cpso.inorbital.com/Physicians/Policies-Guidance/Policies/Physicians-Relationships-with-Industry-Practice
http://cpso.inorbital.com/Physicians/Policies-Guidance/Policies/Third-Party-Reports
https://www.cpso.on.ca/Physicians/Policies-Guidance/Policies/Medical-Expert-Reports-and-Testimony
https://www.cpso.on.ca/Physicians/Policies-Guidance/Policies/Medical-Expert-Reports-and-Testimony


 

Where can I find more information about how to interpret and apply the expectations 284 
relating to strong passwords and encryption?  285 

The IPC provides guidance regarding the meaning of “strong passwords” and “strong 286 
encryption”, including in their documents titled Safeguarding Privacy on Mobile Devices and 287 
Health-Care Requirement for Strong Encryption.  288 

What are “reasonable security safeguards” in relation to e-communication? 289 

Reasonable security safeguards can refer to a range technical, physical, and administrative 290 
measures, including policies, practices, and software, that collectively serve to protect PHI 291 
when it is communicated electronically between physicians (or between physicians and 292 
patients). There is no precise definition of a “reasonable security safeguard”; the kind of 293 
safeguards that will be reasonable in the circumstances will depend on a variety of factors, 294 
including the sensitivity of the PHI being communicated, the volume and frequency of the 295 
communications, and whether there is an emergency or other urgent circumstances. 296 

The IPC provides examples of technical, physical, and administrative safeguards in its Fact 297 
Sheet: Communicating Personal Health Information by Email (September 2016). 298 

What considerations apply when I wish to communicate electronically with patients? 299 

As noted in the policy, you must obtain and document the patient’s express consent prior to 300 
communicating electronically with patients. As a way of recording the patient’s express 301 
consent, you are advised to consult the written consent form template prepared by the CMPA. 302 

You must also use your professional judgment to determine whether this form of 303 
communication is appropriate in the particular circumstance and for the contemplated use. In 304 
making this determination, you are advised to consider: 305 

a. the degree of sensitivity of the PHI being conveyed; 306 
b. the frequency of communication; 307 
c. the purpose of the communication; 308 
d. the patient’s expectations; 309 
e. the availability of alternative methods of communication; and 310 
f. any time-sensitive or emergency considerations. 311 

Ultimately, e-communication may be best suited for minor tasks, such as scheduling 312 
appointments and appointment reminders, and not for urgent messages or time-sensitive 313 
health issues. 314 

https://www.ipc.on.ca/wp-content/uploads/2016/08/safeguarding-privacy-on-mobile-devices-e.pdf
https://www.ipc.on.ca/wp-content/uploads/resources/fact-16-e.pdf
https://ipc.v51.com/wp-content/uploads/2016/09/Health-Fact-Sheet-Communicating-PHI-by-Email-FINAL.pdf
https://ipc.v51.com/wp-content/uploads/2016/09/Health-Fact-Sheet-Communicating-PHI-by-Email-FINAL.pdf
https://www.cmpa-acpm.ca/static-assets/pdf/advice-and-publications/risk-management-toolbox/com_16_consent_to_use_electronic_communication_form-e.pdf
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