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OMA Submission: CPSO Policy Consultations: (1) Medical Records 
Stewardship, (2) Medical Records Documentation, (3) Protecting PHI 

The OMA welcomes the opportunity to provide feedback regarding the CPSO’s draft revised 

policies: (1) Medical Records Stewardship, (2) Medical Records Documentation, and (3) Protecting 

Personal Health Information and accompanying Advice to the Profession documents. We 

appreciate the CPSO engaging the OMA as a key stakeholder to provide feedback and 

recommendations on its policies.  

 

While the OMA recognizes the CPSO’s intention to simplifying the core concepts related to medical 

record-keeping into two separate policies, the OMA recommends that the two policies along with 

the Protecting Personal Health Information policy be collated together (i.e. a package of 3 policies). 

This is large part due to the fact that all three policies are intrinsically related and physicians should 

be easily able to locate and refer to the policies.  

 

We have reviewed the draft policies and made recommendations in context of the Ministry of 

Health’s proposed modernization to the Personal Health Information Protection Act (PHIPA) and 

would be pleased to engage in further dialogue with the CPSO on this.  

 

1. Medical Records Stewardship  

The OMA appreciates that the CPSO accepted many of the OMA’s recommendations and requests 

for clarification outlined in its preliminary submissions regarding the Medical Records policy. One of 

the main concerns raised in the preliminary submission was regarding physicians’ responsibilities 

for medical records when the physicians are not the health information custodians (HICs), as they 

will be unable to meet certain policy expectations as the records are not under their jurisdiction. The 

OMA appreciates the clarity provided by the CPSO to address this concern through the explicit 

insertion of “physicians with custody and control of medical records” in all applicable provisions 

throughout the policy, which makes clear that the obligations apply only when the physician is the 

HIC of the record.  

 

A. Moving to a New Practice  

The policy states that physicians must obtain patient consent to transfer copies of the records when 
patients choose to follow them to a new practice location. However, this provision is a bit confusing 
as if the patient has followed a physician to a new practice location, would that not constitute implied 
consent to transfer the record? Further, with respect to “copies”, how many copies of the record 
should exist in digital form? If the patient has moved, should the record stay behind? While this is 
not a big issue with paper records, there are serious concerns with respect to electronic records 
and the increasing risk of breaches, cyberattacks, and hacking when data resides in multiple places, 
leaving a ‘digital footprint’ behind. We submit that it may be preferable to have the data exist in as 
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few digital spaces as possible, and that access and storage for medico-legal or other purposes be 
addressed by mandatory governance agreements. 
 
The OMA recommends this provision be replaced with the following wording instead: 

 
5. In instances where a physician is moving to a new practice location and does not 
have custody of the medical records, patients must be asked whether they wish to follow 
the physician to the new location, including consent to transfer the medical record. 

 

B. Conflict Regarding Medical Records Custody 

At #40, the policy states that “[i]f there is a conflict regarding medical records custody, physicians 
must not allow the conflict to compromise patient care.” This obligation may be challenging for 
physicians to fulfill, as in situations where the clinic withholds records from the physician, how can 
a physician continue to provide care to patients and ensure care is not compromised? Patient care 
will be impacted even when it is not in the control of the physician (and thus result in a violation of 
this obligation by default). 

The OMA recommends this provision be removed along with the accompanying reference to it in 
the Advice document at #65-66. 

 
C. Fees for Copies and Transfer of Medical Records 

The policy at #97 states that physicians must consider the “applicable orders of the Information and 
Privacy Commissioner” when determining a reasonable fee for copies or summaries of a patient 
medical record. While fees for medical records review is explicitly discussed in the Advice document 
starting at #163, it is not mentioned in the policy itself. Further, at #173 in the Advice document, it 
states that “an extensive review would rarely be necessary”.  

The OMA finds it challenging to advise physicians on this issue. Law firms will cite these orders of 
the Information and Privacy Commissioner (IPC) and tell physicians they do not want to pay for a 
review greater than 15 minutes. However, the Canadian Medical Protective Association (CMPA) 
states in its policy on releasing medical records that “it is always prudent to review the information 
and to discuss the contents with the patient if there is sensitive information included which is not 
directly relevant to the request.” Therefore, it could be negligent not to do a careful review. The 
OMA seeks further clarification from the CPSO on this obligation – what is considered an “extensive” 
review? Is it the CPSO's position that a medical record may be transferred to a lawyer or even a 
patient without proper review? This obligation needs to be made more explicit, not only in the Advice 
document, but also in the policy itself.   
 

D. Destruction of Medical Records  

The provisions regarding destruction of medical records should be revised to state that they only 
apply when medical records are in the “custody or control” of the physician.  

In addition, at #126, the policy states that physicians must “destroy any back-up copies of records”. 
However, this can often be challenging for physicians, as EMR vendors can refuse to delete back-
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up copies, some citing to maintain an audit trail. As such, as part of broader changes to PHIPA, the 
OMA is advocating that the IPC issue policy and guidance and/or amendments to PHIPA be made 
to allow physicians to request that the vendor delete copies and issue a certificate of deletion. 

Further, in the accompanying footnote, the policy states that “[w]here it is not possible to 
permanently delete records from the hard drive, the entire hard drive must be destroyed." What 
happens when it is a joint hard drive that is shared amongst a group of physicians? Also, many of 
these technologies such as ‘backup copies’ and ‘hard drives’ may be obsolete for many practices 
in the current cloud-based digital environment which physicians are part of, and as such, it is 
recommended that these references be removed. 

The OMA seeks further guidance/clarification from the CPSO on the obligations of physicians in 
these situations.  

 
E. System Requirements  

At #187-189, the policy states that “[p]hysicians must only use electronic record-keeping systems 
that are capable of capturing all pertinent personal health information and allow the authorized user 
to access patient information in an efficient manner.” While the OMA appreciates the intention of 
this provision, it must be recognized that seamless electronic integration of personal health 
information is a larger issue that needs to be addressed at a system-level. It is widely acknowledged 
that there is a current lack of interoperability between electronic systems and in turn, the ability of 
physicians to access all “pertinent” information in an “efficient manner” is often not possible.  

The OMA suggests that this provision be removed so as to not put the onus of a system-level issue 
on a physician, until such time interoperability is achieved.  

 
F. Physicians as Agents or Custodians  

In the Advice document at #23-24, it states that “[p]hysicians will either be the custodian or their 
medical records or an agent of the custodian.” However, what about physicians as part of the circle 
of care? Please see the discussion below in policy 3 – Protecting Personal Health Information for 
more on this point.  
 

G. Employment  

In the Advice document at #40, there is mention of physician “employment”. The OMA cautions 
against the use of the word “employment” or “employee” as so few physicians fall into this category.  
 
Further, would physicians in clinics or hospitals working as independent contractors be agents under 
PHIPA? We are concerned that this interpretation is inaccurate. Please see the discussion below 
in policy 3 – Protecting Personal Health Information for more on this point. 
 

H. Medical Records Retention 

At #108-114, the policy outlines the legal responsibility for physicians to retain medical records for 
10 years from the date of the last entry in the record (for adult patients) and for 10 years after the 
day on which the patient reached or would have reached the age of 18 years (for patients who are 
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children). However, in an accompanying footnote, the CPSO recommends that physicians may wish 
to retain their records for longer than the 10 year requirement due to a provision in the Limitations 
Act which states that some legal proceedings against physicians can be brought 15 years after the 
act or omission on which the claim is based took place. As well, physicians may be required to retain 
records for a longer period if a request for access to personal health information under PHIPA is 
made before the retention period ends. 

As submitted in our preliminary submission of the Medical Records policy, the OMA interprets the 
regulatory requirement regarding retention of medical records by physicians as a separate legal 
requirement from the PHIPA requirement re retention where the physician is the HIC. The IPC 
claims that if a physician is the HIC, this provision is in contravention to PHIPA. Medical record 
requirements are different under PHIPA and the Medicine Act. The Medicine Act requires physicians 
or their agents to retain the records for a prescribed amount of time. This is regardless of whether 
or not the physician is the HIC under PHIPA. The IPC believes that where the physician is not the 
HIC, if they continue to maintain the medical records according to the Medicine Act and CPSO 
policy, they are in contravention of PHIPA because only the HIC should have access and 
responsibility for the record. It is critical that the CPSO and IPC work together with physicians to 
reconcile this issue. 

 
I. Optical Character Recognition (OCR) Technology  

At #225, the policy states that “[p]hysicians who use voice recognition software or Optical Character 
Recognition (OCR) technology to convert records into searchable, editable files must retain either 
the original record or a scanned copy for the retention periods set out above.” 
 
As submitted in our preliminary submission of the Medical Records policy, this raises concerns 
regarding the electronic server space or physical space that would be required to comply with this 
requirement. This may not be practical, affordable, or even necessary in instances where other 
organizations are also maintaining original documentation, for example, laboratory tests, or referrals 
to specialists from general family physicians.    
 
Further, voice recognition software may create false records; for example, missing negatives in 
sentences.  
 

2. Medical Records Documentation  

 
A.   Cumulative Patient Profile (CPP) 

At #70-87, the policy lists the fields that must be captured in the CPP or equivalent summary. 
However, it must be recognized that not all EMRs are designed the same and in turn, not all EMRs 
will capture the fields prescribed as mandatory. Further, some fields such as ‘name of any 
consultants involved in the patient’s care’, ‘contact person in case of emergencies’, and the 
requirements listed as part of ‘health maintenance’ are not necessary to capture as part of the CPP, 
and as such, should be moved from the mandatory list in the policy to the Advice to the Profession 
document and stated as optional inclusion if available.  
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3. Protecting Personal Health Information  

 
A. Policy: General Definitions & Cross-References 

The definition of ‘Circle of Care’ at #10 includes examples of who is not in the circle of care, but not 
who is in fact inside the circle of care. We suggest revising the definition so that it begins with who 
is inside the circle before moving along to who is not. 

The definition of lockbox at #22 should be amended to include the term “masking” as a synonym. 
We have noticed in our conversations with physicians and policymakers the American term 
“masking” is being used with increased frequency instead of “lockbox”. 

A cross-reference to the CPSO’s Consent to Treatment policy should be added in the policy, where 
consent is explained, especially to assist those physicians who may be new to the system.  

 

    B.   Advice to the Profession: General Principles 

At #15, the difference between confidentiality and privacy is explained. This explanation is slightly 
different than our understanding of the terms. We have generally understood that confidentiality is 
an ethical concept that may be elevated to legal status via statute and contract, and privacy a 
separate legal requirement under common law and statute for specific types of information.  

At #43, a Family Health Organization (FHO) is listed as an example of a HIC. It is our position that 
a FHO cannot be a HIC as it is not a legal person. It cannot assume legal responsibility for a breach. 
Within FHOs, the individual physicians are usually the HICs. It is suggested that it perhaps be 
replaced with Family Health Team (FHT)?  

At #45, physicians working in hospitals are characterized as agents of the hospital HIC. We have 
traditionally believed that in situations where the physician is seeing patients in a hospital for whom 
she is not the HIC, sometimes the physician is an agent (as in the Emergency Room) and 
sometimes the physician forms part of the circle of care.  
 
 
The OMA appreciates the opportunity to provide early feedback on the CPSO’s draft revised policies 
and looks forward to continuing to engage with the CPSO as it further develops and revises these 
policies.    
 
Thank you. 




