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CPSO Consultation on Medical Records Policies  
Submission by OntarioMD, November 22, 2019 
 
This document refers to CPSO draft policy and guidance on: 

• Medical Records Stewardship 

• Medical Records Documentation 

• Protecting Personal Health Information 
 
OntarioMD appreciates the opportunity to contribute to this CPSO policy consultation. Our comments are driven 
by our knowledge of information governance and our experience with the practical application of digital health 
in the delivery of community-based care. We understand that policy and guidance cannot always account for the 
realities of clinical practice; however, experience has taught us that there is extreme variability in clinical 
implementations of digital health tools to manage patient data, and that practitioners adapt to change in ways 
that may not have been imagined in policy. We hope our perspective can support the College as they build 
policies capable of anticipating the challenges ahead. 
 
The knowledge we hold about the complexity of digital health practices also confers a sense of caution. These 
comments are made during a period of rapid health system transformation and its accompanying policy agenda 
- including modernization of the Personal Health Information Protection Act (PHIPA).  We may not have a full 
view of the implications of transformation for clinical practice until long after these policies are finalized, and it 
will be difficult for the profession to comply with aspects of policies that are too narrowly construed in this 
context. For this reason, more time between the policy’s approval and implementation would allow a clearer 
view of the effects of these changes at the practice level.   
 
This response focuses only on those areas that pertain to our expertise, as identified by the relevant subsection 
headings.  
 
Overall comments 
 

Our primary recommendation is that the College provide separate, detailed, articulations of physicians’ 

obligations with regard to digital records and paper ones. At present, the combined treatment applied in this 

policy does not fully reflect the continuum along which many physicians operate - between fully paper and fully 

digital - and this adds to physicians’ challenges in interpreting their duties. Further, the pace of change in digital 

is significantly more intense than in paper, which is a risk for policies and standards to anticipate future 

scenarios.  Rules for paper-based records should not necessarily be superimposed on digital records.  The CPSO 

should continue to work together with policy makers, patient organizations and other stakeholders to ensure 

that policies are designed to balance a number of critical issues, including access to excellent and timely care 

and information, privacy, data integrity, research and innovation. 

 
We recommend the three policies be presented as a single policy, to facilitate access by physicians and to 

acknowledge the interconnectedness of their content. 
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Overall, content should be updated to capture the current state of data storage functionality. For example, the 

realities of the ASP environment may challenge CPSO’s jurisdiction in enforcing the excision of patient records 

when a physician has deceased, and excision of records is not an option. 

 
Overall comments Cont’d. 
 

Considering current context (modernization and transformation) this policy has implications for regulatory 

compliance for both vendors and physicians. As we work closely with both groups – and indeed the OntarioMD 

Certification Agreement requires vendors to comply with CPSO policies - we are keenly aware of the burden of 

compliance and how these groups will be affected by governance changes. At points, our comments below will 

address specific implications, but our overall message is that requirement to comply should be tempered with 

acknowledgement that circumstances in which patient data is held and shared, and attendant roles and 

responsibilities, are shifting. 

 
 

Medical Records Stewardship  
 
Establishing Custodianship and Accountabilities 
Given proposed changes to PHIPA1 and associated Acts (Connecting Care Act2, Plan to Build Ontario Together 
Act3), the College may need to consider implications for regulatory compliance. As OntarioMD works closely 
with both physicians and vendors, any policy change that affects the ability of these two groups to maintain 
regulatory compliance is pertinent to us. For both, the landscape is positioned to become increasingly 
complicated with the advent of OHTs and potential changes to how the flow of PHI may be governed. In this 
context, it may be challenging to establish clear accountabilities before the fact.  The concept of custodianship 
evolves in the digital health environment.  It is worth reinforcing the importance of the CPSO continuing to work 
with policy makers and a variety of other stakeholders to consider the evolving rights of patients in the context 
of digital health.  There are a number of novel opportunities and risks being that need to be further considered 
and addressed in this landscape.  
 
Further, we would highlight challenges of stewardship when a physician relocates to a new practice, retires, or 
dies. From our perspective, policy and guidance in this area should anticipate medicolegal risks and 
administrative burden that the system, in its current state, is not equipped to manage. Following from our point 
above regarding the spectrum of paper to digital, it would be helpful to have these requirements spelled out in 
greater detail. There is a substantially lower degree of control over data in EMRs compared to paper records – 
for example, it may not make sense to expect a patient’s digital footprint to be removed from a clinical practice 
when they move to a different care provider, as others may continue to need access (see below). Where 
deletion of patient information is possible, it may not be recommended as it would affect metadata, access logs, 
audit trails, etc.  Although locking the patient record at the site of transfer is an option, systems may not be 
appropriately mature to address this in a consistent manner. Until digital best practices are established, the 
College may need to exercise care in wording guidance on record deletion.  
 
Retention and Destruction 
This section of the policy does not entirely reflect the current context of care delivery – specifically the 
requirement to permanently delete records from hard drives. EMRs can exist in either a local or a hosted 
environment. Physicians have a higher degree of control with local options, where the server is physically in 
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their office - in which case the current guidance applies. In a hosted environment, however, the vendor must 
become involved; in issues like this, as well as storage and security, physicians must rely on certification 
standards and agreements with vendors to ensure that regulatory obligations are met. Further, deletion of 
records may not be desirable in every case – take the example of a primary care physician who retires, or dies, 
whose multidisciplinary practice environment includes other care providers who continue to work with a patient 
(occupational therapists, dieticians, etc.). Similarly a physician who leaves a practice to join another and who 
takes patients with them, will have that EMR data transferred to the new practice without removal of the 
records from the practice they are leaving. Such charts are made inactive with the system requirement that 
audit logs must be exportable and in a human readable format (alternatively they may be retained in a paid 
service provided by an EMR vendor). Inactive charts are never truly locked, however some EMRs have 
capabilities to further protect data – for example, preventing new information to be entered in inactive charts. 
 
Electronic Records 
This section of the policy deserves further attention in terms of clarity of requirements and avoiding duplication. 
Item 32 stipulates that physicians must only use certified EMRs (unless they can verify their unaccredited system 
complies). OntarioMD’s certification process already requires EMR solutions to adhere to specifications listed in 
the section on System Requirements (core elements, password protection, visual display, audit log, etc.). 
Specifications are routinely updated to respond to clinician needs and regulatory requirements, including 
privacy and security; further, OntarioMD’s certification process also requires vendors adhere to CPSO policies. 
Much of the detail stipulated in the system requirements section could be externalized by referring to 
OntarioMD’s up-to-date certification process, which would not only avoid duplication but also contribute to the 
policy’s longevity (i.e., it externalizes its currency by referencing routinely updated specifications).  
 
Item 37 requires revision as the use of Optical Character Recognition (OCR) to create a searchable document is 
becoming obsolete, as labs and other facilities that send documentation to clinics can do so electronically, 
precluding the need to scan paper documents into a searchable format.  
 
Finally, as noted in our overall comments above, information governance operates differently in practices that 
rely primarily on paper, compared to those in a digital environment. The College is advised to address the 
challenges for medical records stewardship in both operational paradigms to provide appropriate guidance to 
their constituents.  
 
Comments on Guidance 
 
Roles and Obligations Regarding Medical Records 
The College rightly introduces guidance for this policy in the context of PHIPA – and this is especially pertinent 
with the modernization of PHIPA and implications of health system transformation for information governance 
and the flow of patient data. As noted above, custodianship is challenged when a physician leaves a practice, 
and current systems are not of sufficient maturity to address the implications; we can expect these challenges to 
heighten with shifting roles. We might anticipate definitional changes in roles (health information custodians 
and prescribed entities) and responsibilities, including responsibilities related to patient access to data. In this 
context, it may be prudent to delay revision of guidance until there is clarity on the effects of these changes.  
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Using Certified EMRs 
OntarioMD has useful, detailed information on our site to help physicians decide about which certified system to 
use. As this guidance refers to our certification process, a link to our list of Certified EMR Offerings may facilitate 
their choice. 
 
 

Medical Records Documentation 
 
What to Document: Medical Records Content 
All Cumulative Patient Profile (CPP) core elements are mandatory for certified EMRs, as outlined in OMD’s EMR 
specifications under Primary Care EMR Baseline Requirements. The specification in fact requires vendors to 
comply with the CPSO policy, so any changes made to the policy will have implications for vendor compliance. 
The role of the EMR Certification Program as characterized in this policy suite may require revisiting to ensure 
that the policies accurately reflect the realities of certification.  
 
Comments on Guidance 
 
None. 
 
 

Protecting PHI 
 
Definitions 
The circle of care as defined in this policy should still hold in the context of OHTs, but it is possible that the circle 
of care could include entities who require PHI but are not strictly speaking care providers (for example, patient 
navigators, community care administrators). The policy should address the burden data sharing agreements will 
pose province wide, as OHTs emerge.  
 
Obtaining Consent to Collect, Access, Use, or Disclose PHI 
We agree with the College’s position in this policy that patient consent to disclosure of PHI should be implied, 
provided information sharing is occurring within the circle of care (i.e., in the context of care provision). (NB. 
This is also relevant for subsequent sections of the policy, e.g. Withholding or Withdrawing Consent, Security of 
Communications, where it may be useful to refer physicians to Privacy and Security training available through 
OntarioMD.) 
 
Photographs and Video Recordings 
Following from our position above, implied consent should be the approach to sharing information within the 
circle of care, and we would argue, should also apply to sharing visual data – particularly in the context of virtual 
care, a mode of care provision that practices will increasingly be expected to adopt or accommodate. Should 
express, rather than implied, consent be required in such cases, it would fall to clinicians to explain the 
implications of consent – and in current state they are not adequately supported to do so. 
 
In addition, the current context of health system transformation is emphasizing patient and caregiver access to 
data – influencing by health consumerism trends - which may affect the application of this policy. This will 
impact custodianship and data governance agreements (and guidance on who within the circle of care should be 
included within agreements).  
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Comments on Guidance 
 
This is another piece in the policy suite that will be affected by proposed changes should Bill 138, Plan to Build 
Ontario Together Act3, become law. Schedule 30 of the Bill, in which the proposed modernization of PHIPA is 
laid out, leaves open the possibility to establish regulations affecting who can access, use and disclose personal 
health information (PHI) and further suggests the possibility that de-identified information could be re-identified 
for certain purposes. Though not clearly defined in the policy, government strategies for data and digital health 
reference the need to facilitate, via PHIPA, not only research but also economic development purposes.  
 
Elsewhere in Bill 138, Schedule 37 refers to the enactment of the Supply Chain Management Act (Government, 
Broader Public Sector and Health Sector Entities) and the creation of a new concept, “health sector entity”. 
Though these entities are similarly not well-defined, they would be subject to procurement regulations that will 
be developed under this act.  Taken together these changes have the potential to affect who can provide access 
to identified and de-identified data for health, research and commercial purposes. Managing a patient’s consent 
to use of their information becomes particularly challenging in this light, in terms of informing the patient of the 
possible uses of their data and supporting their understanding of the implications of their consent.  
 
Thank you for the opportunity to provide comment on this important set of policies and accompanying 
guidance. We welcome further conversation on this topic as we, collectively, navigate through this period of 
health sector transformation and accompanying policy change. 
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